[Tpunoxenue 2
K 00s13aTeIbHON HHOOPMALIUK JIJIs
pa3MelieHus Ha caiite

NHPOPMALIMOHHASA ITAMATKA
JJIAA OBYYAIOHIUXCA 1JId PASMELIEHUSA
HA OPUIUNAJBHBIX UTHTEPHET-PECYPCAX

C KaXJbpIM TOJIOM MOJIOJICKU B MHTEPHETE CTAHOBUTHLCS OOJIBIIIE, a MIKOJIbHUKH
OJIHM U3 CaMbIX aKTUBHBIX MoOJib30Batenel Pynera. Mexay TeM, MOMHUMO OTPOMHOIO
KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET W MPOOJIeMbl. JTa MaMsTKa JOJKHA
noMoub TeOe 0€30MacHO HAXOIUTHCA B CETH.

KomnproTepHbie BUPYChI

KomnproTepHsblii BUpYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpamM,
OTIMYUTEIBHON 0COOEHHOCTBIO KOTOPOM SIBISIETCS] CIOCOOHOCTh K pa3MHOXKEHHI0. B
JIOTIOJIHEHUE K 3TOMY, BUPYCHl MOTYT MOBPEINUTHh WU MOJHOCTHIO YHUYTOXKUTH BCE
daiinpl ¥ JaHHBIC, MOJAKOHTPOJIbHBIC MOJIB30BATENI0, OT MMEHHU KOTOPOro ObLia
3almynieHa 3apakKeHHas NporpaMma, a TakKe MOBPEIUTh WM JIaXKe YHUUYTOXKHUTH
ONEpPallMOHHYI0 CHCTEMY CO BceMHU (aiiamMu B LeJOM. B OOJbIIMHCTBE Cly4yacB
pacupoCTPaHsIOTCS BUPYChI UEPE3 UHTEPHET.

MeTo/b1 3alIUThI OT BPEIOHOCHBIX MPOrPaMM:

1. Ucnonb3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOLINE CEPbE3HBIM
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. TloctosHHO ycraHaBimuBail mayTd (UQpPOBBIE 3amyiaTKH, KOTOpPbHIE
ABTOMATHUYECKH YCTAaHABIMBAIOTCS C IEJIbI0 JOPAOOTKH MPOTrpaMMbl) U JIPyTUe
OOHOBJICHUSI CBOCH OmneparoHHON cucTembl. CkaunBail UX TOJBKO C O(UIIUATEHOTO
caitita pa3paborunka OC. Ecnu cymiecTByeT pekuM aBTOMaTHYECKOTO OOHOBIICHUS,
BKJIFOYH €r0;

3. PaGoraii Ha cBOeM KOMIIBIOTEpE IIOJ] TpaBaMU TMOJb30BATENsA, a HE
aMUHUCTpAaTOpa. IJTO HE TO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTPaAMM
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. HWcnons3y#h aHTUBUPYCHBIE TIPOTPAaMMHBIE MPOJIYKTHI  M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0as3;

5. Orpannub (pu3znuecKuit JOCTYN K KOMIBIOTEPY AJIsI TOCTOPOHHUX JIMII;

6. Ucnonb3yil BHEIHUE HOCUTENN HHPOPMALIMU, TAKHE KaK (iellika, TUCK WU
(aiis1 U3 UHTEpPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBaii KOMIBIOTEpHBIC (haliIbl, MOJYyYEHHbIE W3 HEHAJCKHBIX
UCTOYHUKOB. [laxke Te (aiisipl, KOTOpbIE MpUCTa TBOW 3HaKOMBIN. Jlydiie yTouHu y
HEro, OTMPABIISLI JIK OH TeOe UX.

Cern WI-FI

Wi-Fi - 310 He BUJ mepefauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIL OpPEH,
mapka. Eme B 1991 romy Humepmaniackas KOMIIAHUS 3aperHCTpUpOBalia OpeH.



"WECA", urto o0o3Havyano crnoBocouetanue "Wireless Fidelity", xoTopsiit
NepeBOUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hamiero BpeMeHHM jaouuia Apyras abOpeBuaTypa, KOTOpas sIBJISI€TCS TaKOH
ke TexHosoruel. Oto abOpeBuarypa "Wi-Fi". Takoe Ha3Banue ObUIO JaHO C
HAaMEKOM Ha CTaHJapT BhIcIIel 3BYyKoBOM TexHuku Hi-Fi, 4To B mepeBoje o3Havaer
"BBICOKAsi TOYHOCTB'".

Jla, OGecruiaTHBI MHTEPHET-AOCTYN B Kade, OTelsiX M a’dpornopTax SBISETCS
OTJINYHOM BO3MOKHOCTBIO BbIX0/Ia B UHTEpHET. HO MHOTHE 3KCMEpPTHl CUUTAIOT, YTO
obmenoctynasie Wi-Fi ceTn He SBISIOTCS 0€30MacHBIMH.

CogeTsbl 110 0€301acHOCTH Pa0OTHI B 00MIEOCTYMHBIX ceTsax Wi-fi:

1. He nepenapait cBoro nuuHyro mHpOpMamnuio dyepes odmienoctynHsie Wi-Fi
cetu. PaboTas B HUX, *KeNaTeIbHO HE BBOJUTH MAPOJIH JOCTYIA, JOTUHBI U KaKHE-TO
HOMEPA;

2. Vcnonb3yih u OOHOBJISI aHTUBUPYCHBIE MpOrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnons3zoBanuu Wi-Fi otkmoun dynknuo "O6mmii qoctyn Kk Qaitinam
u npunrepam". JlaHHasg (YHKIMS 3aKkpbiTa MO YMOJYaHUIO, OJHAKO HEKOTOPHIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHus B paboTe min yuede;

4. He wucnonw3yit nyommunbii WI-FI s mepemaun JTUYHBIX JTaHHBIX,
HaIrpuMep ISl BBIXO/Ia B COLIMANIBHBIE CETH WM B AJIEKTPOHHYIO MOYTY;

5. Ucnonw3yi Tonpko 3ammiieHHoe coeauuenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B moOunpHOM Tenedone otkimoun ¢ynknuio "Tlogkmrouenue k Wi-Fi
apTroMarnueckn'. He nomyckaii aBTOMaTHYECKOTO MOIKIOYEHNS YCTPOMCTBA K CETAM
Wi-Fi 0e3 TBoero cornacusl.

CormanbHbie ceTH

CornnanbHble CETH aKTUBHO BXOJST B HAIIly U3Hb, MHOTHE JIFOAW PaOOTAIOT U
YKUBYT TaM IMMOCTOsIHHO, a B Facebook yxe 3apeructpupoBan Musinap 4e€aoBeK, YTo
SIBJISIETCS. OOHOM CeIbMOM BCEX JKHTEJICH IulaHeThl. MHOIrMe IOJb30BaTelId HE
MOHUMAIOT, YTO UHGOpPMAIIHs, pa3MelIeHHass UMH B COLIUATIBHBIX CETSIX, MOXKET OBITh
HalJileHa W MCIOJIb30BaHa KEM YTrOJHO, B TOM YHCJE HE 00s3aTENbHO C OJIaruMu
HaMEpPECHUSIMH.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpannub cIMCOK Apy3el. Y TeOs B Apy3bsiX HE NOHKHO OBITh CITyYalHbIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuinai cBorw 4acTHYIO u3Hb. He yka3wiBaii maposu, TenedoHsl, aapeca,
JIaTy TBOETO POXKJICHUS U JIPYTYIO JUYHYIO HHPOpMAIUIO. 3J10YMBIIUICHHUKH MOTYT
HCIIOJIB30BaTh Jake MH(POPMAIMIO O TOM, KaK Thl U TBOU POJUTENN IJIAHUPYETE
MPOBECTU KAHUKYJIbI;

3. 3amuinai CBOIO peryTaIuio - IEpKH €e B YUCTOTE U 3a/iaBail cebe BOmpoc:
XO0TeJ OBl ThI, YTOOBI IPYTHE MOIH30BATEIHN BUEIH, UTO ThI 3arpykaemnis? [logymait,
MPEXKJIe YEM YTO-TO OMyOJIMKOBATh, HANIMCATD U 3arPy3UTh;

4. Ecnu Thl TOBOpHILG C JIIOJIbBMH, KOTOPBIX HE 3HACIllb, HE HCIOJIb3Yyll CBOE
peasibHOEe UMS M JPYTYI0 JUYHYI0 UH(POpPMAIUU: UMS, MECTO >KHTEIIbCTBA, MECTO
yueObl U TIpoUee;



5. U3beraii pasmemenus dotorpaduii B MHTEpHETE, TOE TH M300paXkeH Ha
MECTHOCTH, I10 KOTOPOU MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHUE;

6. [Ipu peructpanuu B COMaIbLHOM CETH HEOOXOUMO UCIIOJIb30BaTh CIIOKHbIE
MapoJiv, COCTOSIIME U3 OYKB U UG U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. J1ns conuaabHOM CETH, MOYTHI U IPYTUX CAaUTOB HEOOXOAMMO HCIOIb30BATh
passble nmaposuu. Toraa eciau Te0s B3IOMAIOT, TO 3JI0YMBIIUICHHUKU MOJy4YaT HOCTYM
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIIEKTPOHHBIE JICHBI U

DNEeKTpOHHBIE JEHBIW - 3TO OYEHb YAOOHBIA CHOCOO IUIaTeXeH, OJHAKO
CYILLECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIH.

DNEeKTPOHHBIE IEHbIM MOSBWIACH COBCEM HEJABHO WU MMEHHO M3-3a 3TOrO BO
MHOTHX TOCYAapCTBax O CUX MOp HE MPOIKCAHO PO HUX B 3aKOHAX.

B Poccuu e oHM QYHKIMOHHMPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, II€ UX
Pa3esaoT Ha HECKOJIBKO BUJOB - AaHOHUMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, 4TO
AHOHMMHBIE - 3TO T€, B KOTOpBIX pa3peliaercss MPOBOAUTH oOlepanun 0e3
UJeHTU(UKAIIMY TI0JIb30BaTeNsl, @ B HEAHOHWMHBIX WACHTH(UKAINS TOJIb30BaTEIIs
SBIISIETCS 00A3aTEIBHOM.

Taxxke cienyer pasznuyaTh dJICKTPOHHbIE (UATHBIE JEHBIM  (PaBHBI
rOCyJapCTBEHHBIM BaJllOTaM) W DJJIEKTPOHHBIE He(uaTHble ACHBIM (HE pPaBHBI
rOCy/1IapCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON padOTE C NEKTPOHHBIMU JIEHbraMU:

1. [IpuBsbxku K cueTy MOOMJIBHBIN TeneoH. ITO caMblil yIOOHBIA U OBICTPBIiA
Ccroco0 BOCCTAaHOBUTH JAOCTyNn K cueTy. [IpuBs3aHHBIA TenepoH MOMOKET, €Clu
3a0ynenib CBOM IUIATEKHBIA TMaposib WJIM 3aljenib Ha CalT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. HUcnonw3yii opHopa3zoBele maposu. llocne mnepexoma Ha YCUIEHHYIO
aBTOpHU3allMi0 TeOe yke He OyIeT yrpokaTh OINACHOCTh KpaXXH WJIM IepexBara
IUIATEKHOTO MapOJIs;

3. BwiGepu crnoxubiii mapoib. [IpectynmHukam Oyner HE MNPOCTO Yraaarh
CJIOXHBIN naposib. HajexxHble maposy - 3T0 MapoJid, KOTOpbIE COepkKaT HE MEHee 8
3HAKOB M BKJIIOYAIOT B c€0Sl CTPOUYHBIE W MPOIMUCHBIE OYKBBI, MUPPHI U HECKOJBKO
CUMBOJIOB, TaKW€ Kak 3HaK Joiiapa, (yHTa, BOCKIUIATENbHBIM 3HAK W T.IL
Hanpumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCILIb.

DJIEKTPOHHAs TT0YTa

DJIEKTPOHHAs MOYTa - 3TO TEXHOJOTHS WU IMPENOCTABISEMBIE €0 YCIYTH IO
NEPECHUIKE M TOJYUYEHHUIO AJIEKTPOHHBIX COOOIEHUM, KOTOPbIE paCIpEeAeatoTCs B
KOMMBIOTEpHOU ceTh. (OOBIYHO 2JICKTPOHHBIM  IMMOYTOBBINA  SIIIIUK  BBITJISLAUT
CIeIyIOIUM 00pa3oM: UMs_IOJIb30BaTeIsI(@uUMs_JoMeHa. Takxke Kpome mepeaadu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TiepeaBaTh (ailibl.

OcHOBHBIE COBETHI TIO 0€30TaCHOM PabOTE C IIECKTPOHHOU MOYTOM:

1. Hamo BwIOpaTh mpaBWIBHBIA TOYTOBBIA CEpBUC. B UWHTEpHETE ecCTh
OTPOMHBINM BBIOOpP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIy4IlE JOBEPATH TEM,
KOTI'0 3HACIIb U KTO MEPBbIN B PEUTUHTE;



2. He yxka3pIBaii B IMYHOM mouTe JUUHYI0 HH(popmanmio. Hanpumep, mydine
BBIOpaTh "My3bIKaNIbHBIN (paHaT@" nu "pok2013" BmecTo "Temal3";

3. Mcnonb3y# ABYXATAIMTHYIO aBTOPU3ALMIO. DTO KOTIa HIOMUMO NApOJIisl HYKHO
BBOJIUTH KOJI, MPUCHIIaeMblii 10 SMS;

4. BpiObepu clokHBIN Maposib. JIJisi Ka)KJ0ro moYTOBOTO SIUKA JTOKEH OBbITh
CBOM HAJICKHBIN, YCTOMYHUBBIN K B3JIOMY apOJIb;

5. Eciaum ectb BO3MOXHOCTh HAmucarb C€aMOMYy CBOM JIMYHBIA BOIPOC,
WCIIOJIb3YH 3TY BO3MOXHOCTb;

6. HMcnonp3yil HECKOJBKO TOYTOBBIX SIIMKOB. IlepBbI 1711 4YacTHOMN
NEPENUCKUA C aJpecaraMH, KOTOPBIM Thl JOBEpSEIIb. JTO 3JEKTPOHHBIA aJpec He
HA/I0 UCTIOJIB30BaTh MPHU PETUCTPALIUU Ha (popyMax U calTax;

7. He oTkpbiBail (ailibl U APyrHe BIIOKEHUS B IMUCbMax, AK€ €CIU OHH
NPUILUIM OT TBOMX JApy3el. Jlydie yTOuHM y HHMX, OTHOPABISUIA JIM OHH TeOE 3TH
(baisl;

8. Ilocne oxoHuaHus paOOTBl Ha TOYTOBOM CEpPBHUCE IMEpE]l 3aKPbITHEM
BKJIAJIKM C CAUTOM He 3a0y/ib HaXKaTh Ha "BeriTu".

KubepOymuiiHr unu BUPTyaabHOE U3JI€BATEIBCTBO

KuGepOyauHr - npecieoBaHue COOOIEHUAMU, COAEPKAIIMMUA OCKOPOICHHUS,
arpeccHio, 3amyruBaHue; XYJIUTaHCTBO; COLMAIbHOE OOWKOTUPOBAHUE C MOMOUIBIO
Pa3IMYHBIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 10 00pHOE ¢ KNOEPOYIITHHIOM:

1. He Opocaiics B 60ii. JIyumuii coco0: mMOCOBETOBAThCS Kak ceOsl BECTH W,
€CJIM HET TOro, K KOMY MOKHO OOpaTUThCS, TO BHayaje YCHOKOUThCA. Eciu Tl
HaYyHellb OTBEYAaThb OCKOPOJEHUSIMU HAa OCKOpPOJEHHS, TO TOJBKO elle OoJblie
pa30AOKeIb KOH(IIHKT;

2. Yupapnsi cBoel kubeppenyTauuei;

3. AHOHUMHOCTH B ceTd MHUMas1. CyIIEeCTBYIOT CITIOCOOBI BBISICHUTh, KTO CTOUT
32 AaHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJWTaHCKUM o0Opa3 BUPTyadbHOM ku3HU. WHTEpHET
dbuKcUpyeT BCe TBOU JACHCTBUS M COXpaHSET WX. YJaIUTh WX OyAeT KpaiiHe
3aTPYJHUTEIIBHO;

5. Cobmro1ait CBOIO BUPTYAIbHYIO Y€CTh CMOJIOY;

6. Urnopupyit enuHWYHBIM HeraTuB. OmHOpa30BBIE OCKOPOUTEIIBHBIC
COOOIIEHHMS JIydllle UTHOpUPOBaTh. OOBIUHO arpeccus MpeKpaniaeTcss Ha HadaJlbHOU
CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKHM OTIpPaBKU COOOIIEHUN C
ONPENIECIICHHBIX aJPECOB;

8. Ecnu Thl cBuaerens kuOepOyminHra. TBou OeHCTBUS: BBICTYNUTH MPOTHUB
npecieaoBaTensi, MoKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HETaTHUBHO,
MOJJIePKaTh KEPTBY, KOTOPOW HYXKHA T[ICUXOJIOTHYECKas TOMOIIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoobwunbHbI# Tenedon

CoBpemeHHble cMapT(OHBI U IUIAHILIETHI COAEPKAT B ceOe BIOIHE B3POCIBIN
GyHKIIMOHAT, ¥ TEeNephb OHM MOTYT KOHKYPHpPOBaTh CO CTallMOHAPHBIMU



KoMmnbioTepamu. OHAKO, CPEICTB 3alIUTHI JJI MOJOOHBIX YCTPOMCTB MOKAa OYEHb
Mano. TecTupoBaHUE U TIOUCK YSI3BUMOCTEN B HUX IPOUCXOIUT HE TaK MHTEHCUBHO,
kak s 1K, To sxe camoe kacaetrcs 1 MOOMJIBHBIX PUIIOKEHUH.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YKe MPaKTUYECKH JOTHAIW HACTOJIbHBIE
aHaJIOTH, OJIHAKO pacHIMpeHue (PyHKIMOHAIA BJIEYET 32 COOON OOJIBLIYIO CIOKHOCTh
Y MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He BCe MPOU3BOJAUTENM BBIIYCKAIOT OOHOBJICHUS, 3aKpbIBAIOIINE
KPUTHUYECKHE YSI3BUMOCTH JIJISI CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JJI 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:

Hudyero He sBisieTcs mo-HacTofleMy OecriaTHBIM. Bynp ocToposkeH, Benb
Korja tebe mpeanaraioT OecIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHue-TO
IUTaTHBIC YCIIYTH;

Hymaii, npexae yeM otnpaBuTbh SMS, ¢oTto uinu Buneo. Tol TOUHO 3HaeUIb, rae
OHHU OYJyT B KOHEYHOM UTOre?

Heo0xoa1umMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JUIsl MOOMJIBHBIX Telle()OHOB;

He 3arpyxail npuiaoXeHUss OT HEU3BECTHOI'O HCTOYHUKA, BEIb OHH MOTYT
COJIEPKaTh BPEIOHOCHOE ITPOrPaMMHOE 00ECTIEUEHHUE;

[locne Toro xak Thl BBIMJEHIL C CaiTa, T/l€ BBOJWI JIUYHYIO HMH(OPMALHUIO,
3aiiiu B HACTPOMKHU Opay3epa u ynanu cookies;

[leprogndeckn mpoBepsii, KaKUe IUIATHBIE YCIYTH aKTUBHUPOBAaHBI Ha TBOEM
HOMEpE;

JHaBaii cBoii HOMEp MOOWJIBHOTO Tene(oHa TOJIBKO JIFOISIM, KOTOPBIX ThI
3HaelIb U KOMY JIOBEpSICIIIb;

Bluetooth nomxen OBITH BBIKIIIOYEH, KOT/IAa Thl MM HE Mojb3yelibes. He
3a0bIBail MHOT/Ia TIPOBEPSITH ITO.

Online urpst

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOUHbIE, 3aXBaThIBAIOLIUE PA3BICUCHMUS,
O00BEIUHAIOIINE COTHH ThICAY YEJIOBEK IO BceMy MUpY. rpoku uccnenyroT qJaHHBIN
UM MHp, OOILAIOTCS APYT C JPYTOM, BBIIIOJHSIOT 3aJaHUsl, CPAKaIOTCSI C MOHCTPaMHU
U TOJIy4aloT OMbIT. 3a YJIOBOJIbCTBUE OHU IUIATAT: MOKYMAIOT AMCK, OIUIAYMBAIOT
a0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIIHH.

Bce »TH cpenctBa uayT Ha nmojaJep:kaHue M pa3BUTHE UTPHL, a TAKXKE HA camy
0€30MacHOCTh: COBEPIIECHCTBYIOTCS CHUCTEMBI aBTOPW3AIIMM, BBITYCKAIOTCS HOBBIE
naTyu (LU@poBbIe 3aIIaTKU U1l IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B 1ogo0HBIX HTpax CTOUT OMacaThCsi HE CTOIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJjisi, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOpU3AIMU OOJIBIIMHCTBA
urp.

OcHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecnmu npyroi#t urpok BeneT ceOsi IIoX0 WIM CO37aeT Tebe HeNMpPUsSTHOCTH,
3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

2. Tloxainyiics aiMMHUCTpPATOpaM MUIPbl Ha IUIOXOE MOBEACHUE ITOTO MIPOKa,
KeJlaTeIbHO MPUIIOKUThH KaKHe-TO I0OKa3aTelbCTBa B BUJI€ CKPUHOB;

3. He yka3biBail muunyro nHGOpMaIuio B mpodaiiine urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;



5. He ycranaBnmBait HeopuImanbHbIC TATIYH U MOJIBI;

6. cnionb3yil ciokHble U pa3Hble NapOIIH;

7. Jlaxxe BO BpeMsl UTpbl HE CTOUT OTKJIOYaTh aHTUBHpYC. [Toka Thl Urpaenisp,
TBOI KOMITBIOTEP MOTYT 3apa3UTh.

QOUIIMHT UM KPaXKa JINYHBIX TAHHBIX

OOBbIYHOM KpaXkell JeHer U IOKYMEHTOB CETOJIHS YK€ HUKOTO HE YAMBHILb, HO
C Pa3BUTUEM MHTEPHET-TEXHOJIOTUIN 3JI0YMBILUIEHHUKH [IEPEMECTUIIUCH B UHTEPHET,
U TIPOJIOJDKAIOT 3aHUMAThHCSA "'MIOOUMBIM" 1€TTOM.

Tak mnosBuiIach HOBas yrpo3a: WHTEPHET-MOLIEHHUYECTBA WJIM (DUILMHT,
TJIaBHAsg 1e1b KOTOPOTO COCTOUT B TMOJYYCHHH KOH(MUICHIIMAIBHBIX JIaHHBIX
MOJIb30BaTeNeH - JTIOrMHOB U naposield. Ha anramiickom sizbike phishing untaercs kak
¢ummnr (ot fishing - peibHas 0B, password - mapob).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1. Cnegn 3a cBouM akkayHTOM. Eciu Thl 1ojo3peBaciib, YTO TBOSI aHKETa
ObLIa B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKHPOBATH €€ U COOOLIUTH aIMUHUCTPATOPaM
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. HUcnonp3yil GezonacHble BeO-CaliThl, B TOM YHUCII€, HHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonb3yil clokHble M pa3Hble Haposid. TakuM o0pas3oMm, eciu Teds
B3JIOMAlOT, TO 3JIOYMBIIUICHHUKM IOJy4YaT JOCTYH TOJBKO K OJHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Ecimu TeOs B3IOMalM, TO HEOOXOAMMO NPEIYyNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE T0OABJIEHbI y T€O0S B APY3bsiX, O TOM, YTO T€OS B3JIOMAIH H,
BO3MOYKHO, OT TBOETO MMEHHU OyAET pacchulaThCsl CllaM M CCHUIKM Ha (PUIIMHIOBBIE
CaMThI;

5. YcranoBu HaaexHbli naposas (PIN) Ha MOOMIIBHBIN Tene(OH;

6. OTKIIIOUM cCOXpaHeHue mapoJsi B Opaysepe;

7. He oTkpbiBail ¢aitibl U Apyrue BIOKEHUS B TMUCbMax, JaXKe €CIU OHH
OPULUIM OT TBOMX Jpy3ei. Jlyuiie yTouHH y HUX, OTHpPAaBISUIM JIM OHU TeOE 3TH
Gbaib.

[udposas penyranus

[udposas pemyTaius - 3T0 HEraTUBHAs WU [MO3UTUBHAS UH(QOpMAIHS B CETU
o Tebe. Kommpomerupyromas uHpopManusi, pa3MelIeHHAass B HHTEPHETE, MOKET
CepbEe3HbIM 00pPa30M OTPa3UThCS HA TBOEH peasibHOM xu3HU. "L{udposas penyrauus"
- 3TO TBOW UMMJIK, KOTOPBIN popMupyercst u3 uHdpopmai o Tebe B MHTEpHETE.

TBOE MeCTO KUTENbCTBA, YueObl, TBO€ (DPMHAHCOBOE TOJIOKEHHUE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mnoAPOCTKUA JIETKOMBICIEHHO OTHOCSTCS K MyOIMKaUUA JTHUYHON
uHpopmanuu B MHTEepHETE, He MOHMMAs BO3MOXKHBIX ToOcleACTBUN. Thl naxe He
CMOXKEIIb JI0TagaThCcsl O TOM, 4To (poTorpadus, pazMenieHHass 5 JeT Hazal, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.

KommenTapuu, pasmemnienue TBoux Gororpaduii u qpyrue AeiCTBUS MOTYT HE
MCYE3HYTh JaXke MOCIIE€ TOro, KaKk Thl UX YAAJIHIIb. Thl HE 3HACIIb, KTO COXPAHUI ATY
uHbOpMaIlMIO, TONajla JIM OHA B IMOMCKOBBIE CHCTEMbl UM COXpaHWIACh JIM OHA, a
[JIABHOE: YTO MOAYMAIOT O T€0€ OKPYKAIOIIUE JIFOAN, KOTOPBIE HANAYT U YBUIAT 3TO.



Haiitn wH(popManuio MHOTO JIET CIyCTS CMOXET JII000i - Kak H3 JOOpbIX
noOyXIeHHH, TaK U C HAMEPEHUEM MIPUUUHUTH BPe. DTO MOKET OBITh KTO YTOJHO.

OcHOBHBIE COBETHI O 3aIIUTE HUPPOBOH peryTallUu:

1. Iogymaii, mpexzae yeM 4To-TO MyOJUMKOBAaTh U MepeaBaTh y cedst B Oyore
WM B COLIMATILHOM CeTH;

2. B mnactpoiikax mnpoduisi yCTaHOBH OIpaHUYEHHUST Ha MPOCMOTP TBOETO
npoduIs U €ro COACPAKUMOTro, cliesiail ero TOJAbKO "1 Apy3eit”;

3. He pa3smemaili u He ykaspiBail MH(GOpPMAIMIO, KOTOpas MOXKET KOro-Jnbo
OCKOPOJISITh WK OOMXKATh.

ABTOpCKOE PaBo

CoBpeMeHHbIE  INKOJIBHUKH - AaKTUBHBIE IOJIb30BaTeId  LU(POBOTO
npoctpaHcTBa. OJHAKO JaJeKO HE BCE 3HAIOT, YTO IMOJb30BAHUE MHOTUMU
BO3MOXHOCTSIMM  1u(ppoBOoro  Mupa  TpeOyeT  coOJofeHuss  paB  Ha
MHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMun '"uHTe/UIEKTyanbHass COOCTBEHHOCTh' OTHOCHUTCS K pa3IU4HBIM
TBOPEHUSM YEJIOBEYECKOr0 yMa, HayuHasi C HOBBIX H300pETEHU U 3HAKOB,
0003HAYaIOIIMX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYT'M, U 3aKaHYUBas KHUTAMH,
¢dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU [TPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha HHTEIICKTYyaJbHYI0 COOCTBEHHOCTh Ha
IPOU3BENICHUSI HAyKH, JUTEPaTypbl U MCKYyCcCTBA. ABTOPCKHE IIpaBa BBICTYNAlOT B
KaueCTBE rapaHTUH TOr0, YTO MHTEJUIEKTYaJbHbII/TBOPUECKHN TPy aBTOpa HE OyIeT
HaIlpacHbIM, J1aCT €My CIIpaBeJIMBbIE BO3MOXHOCTH 3apaboTaTh Ha pe3yibTaTax
CBOET0 TPy, NOJIYYUTh U3BECTHOCTh U Npu3HaHue. Hukro 0e3 pa3pemieHus: aBTopa
HE MOXET BOCIHPOM3BOAUTH €ro TMPOU3BEACHUE, PACHPOCTPAHATH, MTyOJIUYHO
JEMOHCTPUPOBATh, MPOJABaTh, MMIIOPTHPOBATH, IyCKaThb B MPOKaT, MyOJIUYHO
UCIIOJIHSTh, MOKA3bIBATH/UCIIONHATE B 3upe win pazMemiats B UHTEpHETE.

Hcnonp3oBanue "muparckoro” mporpaMMHOTO 00€CTIEUeHUS] MOXKET PUBECTH
K MHOTMM pHUCKaM: OT MOTEPH JaHHBIX K TBOUM aKKayHTaM JO0 OJOKHPOBKHU TBOETO
yCTpOICTBa, /i€ yCTaHOBJIEHA HeleranbHas nporpaMMa. He cTouT taxke 3a0bIBaTh,
YTO CYILECTBYIOT JerajbHble U OeCIUIaTHbIE IPOrpaMMbl, KOTOPbIE MOKHO HaWTH B
CETH.

O noprane

CereBU4OK.p( - TBOI INIaBHBIA COBETUHK B CETH. 31€Ch Thl MOXKEIIb Y3HATh O
0€30MacHOCTH B CETH MOHSATHBIM M JOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU
KPUTUYECKOM CHUTyalluh OOpaTUThCS 3a COBETOM. A TakXkKe MPUHATh y4acTHE B
KOHKYpCax M CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM !






